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loT Potential Impact

Exact estimates vary, but general
consensus is yearly economic
impact will be in trillions by 2025 ($4-
11 Trillion annually)

The Internet of Things offers a potential economic impact
of $4 trillion to $11 trillion a year in 2025.

Nine settings
where value may accrue

Facto”es-—i‘f}‘ operations management

predictive maintenance

Cities—eg, public safety and health, traffic

, resource management

Human —eg, monitoring and managing

lIness, Improving we!

Retail —eg, seif-checkout, layout optimization

smart customer-relationship management

Outside —eg, logistics routing, autonomous

(self-driving) vehicles, navigation

Work sites —eg, operations man
equipment maintenance, health an

Vehicles - eg, condition-based maintenance

reguced insurance

Homes -eg, e

and security, ct

Offices —eg, organizational redesign and

worker monitoring, augmented reality for training
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Importance of Security to loT

Barriers to Immet of Things (loT) Growu\ Accordlng
to Wor Jan 2

% of respondents

Security 64%

nteroperabity B Estimated Internet Of Things Cybersecurity Market
Cannot prove ROI 44% Global compounded (2015-2020)
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find loT devices are are unsure which device find loT devices 2015E 2016E 2017E 2018E 2019€ 2020E
too expensive will be of use to them too confusing

Accenture 2016 Survey on Barriers to Consumer loT Adoption

Security is both a barrier to widespread adoption... ... and a Growing Market in its own right.



loT Security Threat Types

Threat Actor Description
Nation-State Enemy state involved (directly/indirectly involved) in security incidents motivated by AT TAG K
financial gains, access to intellectual property, to gain political mileage or toinflict
damage to critical Information Systems. TAKE CONTROL STEALINFORMATION | DISRUPT SERVICES
Cyber Terrorist Carry out an attack designed to cause alarm or panic with ideological or political
goals. Generally these threat actors are part of a known terrorist organization.
Hacktivist One who performs attacks in order to draw attention to a political cause such as
free speech or human rights or hinder the support of a cause. They are politically I
motivated. Controls for smart door locks and
lighting systems can be vulnerable. Peraorbi-tnéss
; ; 1 devices can tell
Hacker A person who uses computers to gain unauthorized access to data. 's';':l?;s”g;'; ahackd-where
Door locks multiple ways v
. . e N &ad s = 22 have been intoacar’s
Organized Crime These are groups of criminals that intend to engage in illegal activity, their activities unlocked electronics. Paoebr:akers
are driven by monetary greed. Attacks are designed to either extort money from . remotely. acked
subjects, or the actors commercially funded to carry out such attacks, remotely.

Individuals Aspecific person or group acting on their own, and not affiliated with any group or

" Malware- High-capacity
association. Does not fall under any other category. ¥ infested insulin pumps
' refrigerators are vulnerable.
* have sent
Prankster | spam. _
Hacked vehicle-
control systems
i i i i i i can allow remote
Insider/System User Authorized user, using his/her credentials to access unauthorized data. Sadboneerthokiecd

Thief



0T Security Threat Vectors

Device Level Recent Issue Relevant Companies

PCWorld

Physical RAM attack can root
Android and possibly other
devices
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0T Security Threat Vectors

Device Level Recent Issue Relevant Companies

International Business Times

China's Hangzhou Xiongmai to recall devices in US
linked to massive DDoS cyberattack

* Last wook'
Europe.

i [ v |slalin]

Qctober 25, 2016 06:15 0ST

Firmware Dyn DDoS MOCANA  escrypt
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0T Security Threat Vectors

Device Level

Firmware

Silicon

Recent Issue

Linux kernel

Dyn DDoS

Row hammer

Relevant Companies
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“Most serious” Linux privilege-escalation
bug ever is under active exploit
(updated)

nine years,
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0T Security Threat Vectors

Device Level Recent Issue

Network SSHowDowN
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0T Security Threat Vectors

Device Level Recent Issue

Application Exposed Credentials
SSHowDowN
oS Linux kernel
Firmware Dyn DDoS
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loT, mobile tracking devices for iPad, iPhone riddled with critical flaws
Researchers have discovered a number of severe flaws in loT tracking

devices linked to mobile devices.
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Atoam of of criticat
security vulnerabilities found withn intermet of Things o) and connected
home devices.

The prochucts in question are the Track Bravo from TrackR. a coin-sized.
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0T Security Threat Vectors

Device Level Recent Issue Relevant Companies

Application Exposed Credentials WN iNside

B =ty

@CENTRI Oy digicert
Network SSHowDowN 7
securefre  §2 Rubicon
0s Linux kernel gemalto by
@Symantel: }Qf/.w.%
Firmware Dyn DDoS MOCANA  escrypt
Silicon Row hammer (inteD M ARTIK"
Network
protocols (infineon m

Plus cloud integration, interoperation <& SHooan 18 Zvsismm
with multiple, heterogeneous devices

D\ Service APIs /.

Servers
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Security Approaches

Detect

Prevent

Identify attacks,
compromised applications
/ devices

Harden hardware and
software to eliminate
weaknesses

) MOStt relevfalnt_lf?jr Makers: q *  Most relevant for Operators:
creators ot lof devices an purchasers of 10T devices and services
services
. tha e
«  Prevention can be yyu;l.dtech .CII.‘: Clo. 13 RE%!!L%QE
challenging for loT ’
+ Resource constrained devices #1SCADAfence @sAYsSHORE CyberX
in large numbers D
+ Devices may last order of (@« 520 THINGS j Indegy NextNin
magnitude longer (20-30 vs. T
2:3 years) el Cyberflow

+ Limited update capabilities



Defense-in-Depth: IOT Security Strategy

Prevent

Harden hardware and
software to eliminate
weaknesses
(10T Vendor-driven)

Reduce attack surface

Disable unneeded
services

Strip Operating Systems
and Packages to bare
minimum

Apply Hardening
techniques

NextNine cybeX@eavsrore HSCADAfence EESEBURNI|I[ ( Indegy "I RE

Incusirisl Sarenggh Cyber Secuiny

Detect

Identify attacks,
compromised applications
/ devices
(IOT Operator Driven)

Leverage active device
discovery

Apply vulnerability
scanning techniques
frequently

Leverage Network
Intrusion Detection inline

Apply Anomaly Detection
Good alerting / scoring

Visibility & Forensics
capabilities

Improve audit trail and
configuration history / drift

)

Patch/Remediate @ scale
Micro-segment to allow
only needed flows

Manage @ scale &
disable vulnerable
services

Have ability to selectively
guarantine and isolate
devices or endpoints

silient y\gurldech

Regulate

Identify attacks,
compromised
applications / devices
(10T Industry Driven)

Emulate existing
regulations like PCI or
HIPAA

Have vendor compliance
validation programs (like
UL, FIPS, Common
Criteria, NEBS

Require mandatory vendor
participation if present in
critical infrastructure
positions

NI
o CyberFlow, €Isco.



Challenge: Heterogeneity

Application

r ﬁ AR Network

;ajﬁ.t? X 0s
N Firmware
i

Device Heterogeneity Component Heterogeneity

Security is only as strong as it’s weakest link; mixing many
hardware and software components complicates security.



Challenge: Cost

Relative Impact

Security

$50 for - $50 for
security on security on a
$2,000 of | $5 lightbulb:
equipment: impractical.
workable.

[
Industrial Consumer

Who bears the cost

Short-term Long-term
3 Party DDoS




Trends in [oT Security: Acquisitions
C———

Press Release

&sco-lasper deal should make enterprise loT safer )
' biing a ot o tha piecs nto 3 one-st Qualcomm to Acquire NXP

——  MORELNETMS —

g

@620

* Companies making acquisitions to
increase coverage of the security
stack

* Driven in part by belief that single-
provider systems are more secure than $1.4 billion $47 billion
heterogeneous offerings

O #Comme The Top Consolidators (Cash Balance $B)
Intel buys Yogitech to boost loT BE Microsoft I 5054

. security and industry scope s 5
* Likely to pressure other large players OracLe mm— -
to make similar acquisitions D « i
0006
Q00
(=]
) amazon Eatst  Google JuniPer -+
jsacd SoftBank  jeree @360

Source: Momentum Partners 2016



Trends in loT Security: Regulation

Internet of Things: Examining Opportunities and Challenges

 Regulations can shift costs from long-term & 3™ parties to
short-term

* “As part of the Administration’s Cybersecurity National Action Plan released
earlier this year, the Department of Homeland Security is collaborating with
industry partners to develop a Cybersecurity Assurance Program to test and
certify networked loT devices”

August 30th

e Regulation would substantially impact demand
* Certified secure components: hardware, firmware, operating systems, etc.
* Security consulting across design, implementation, and testing E%W@&N

* Certification services
@ wurldtech [llicsA™™
A GE Company 1 )




White Space in loT Security

Industrial

» Offerings must less expensive (and easier to use) than comparable industrial offerings

» Cost consciousness is a significant challenge

* Possibly bundle as part of a upgrade / maintenance / security service



loT Security

The Joy of Tech .. by Nitrozac & Snoggy

The Internet of ransomware things... 30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL

THE NEXT TIME

Opportunities
straight ahead
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loT’s potential impact is in the $ * Acquisition by larger players
trillions, but realizing that value * Regulation may increase and shape demand
requires addressing security. * White space around detection and response
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